Threat Grid Malware Analysis and Intelligence for EnCase

Thank you for downloading Threat Grid Malware Analysis and Intelligence for EnCase. You
will soon have the ability to conduct dynamic malware analysis, and obtain threat
intelligence, with a right-click inside EnCase.

Next steps are a quick installation and entering your Threat Grid API Key. You can obtain
this key with a free one hour private training via WebEx. I look forward to setting up this
training with you and getting you started. The training also includes a 160+ page user guide.

Jessica Bair, EnCE, EnCEP

Sr. Manager, Business Development | Advanced Threat Solutions
Cisco Security

jbair@cisco.com | www.ThreatGrid.com

INSTALLATION

To install Threat Grid Malware Analysis and Intelligence for EnCase, copy the EnPack to
C:\Program Files\EnCase8\EnScript\Main directory

Note: Since you downloaded the file from the Internet, you cannot directly copy the file into
aC:\Program Files directory. You will need to save it to your local system or removable
media. You will then need local Administrator permissions to copy the file. You may have to
create the Main folder
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Threat Grid Malware Analysis and Intelligence for EnCase Plugin

Place the Threat Grid.CaseTemplatein C:\Program Files\EnCase8\Template
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Threat Grid Malware Analysis Case Template
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Threat Grid Malware Analysis and Intelligence for EnCase

The Threat Grid plugin will load when EnCase is launched. You will see Search Tagged Files
in Threat Grid in the tool bar.
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Threat Grid for EnCase running

CONFIGURE THREAT GRID API
From your EnCase Enterprise interface click on the Tools and select Configure Threat Grid

API Settings.
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Tools> Configure Threat Grid API Settings
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Threat Grid Malware Analysis and Intelligence for EnCase

The Threat Grid plugin will launch and allow you to enter the API key value for your
account. If you don’t already have a Threat Grid account, fill out the web form or please
contact tgsales@cisco.com

Threat Grid Malware Analysis and }n’re"rgenoe Hr !Ras_ﬁi

Cisco's AMP Threat Grid

Configure the settings provided by your Threat Grid I
Administrator here.

[ Register for Free API Key ]

AP| key name
api_key

APl key value

Web address (fully qualified host name or IP)

panacea.threatgrid.com

Version Specific URL

fapii2
Port
443 -
Use SSL [C] Use System Proxy
Submission Timeout (seconds) |
43,200 ©

Number of Retries (for each API request)

=
»

Threat Grid Plug-in Configuration
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Threat Grid Malware Analysis and Intelligence for EnCase

In the webpage, enter your full name, job title, organization name, mobile phone number and

email address. http://cs.co/TG4EnCase

Register for your personalized 45-minute
demonstration

Attend a personalized 45-minute demonstration of the Threat Grid Malware
Analysis and Threat Intelligence for EnCase and a portal tour of Threat Grid. Feel

free to invite your team members who would benefit from this integration.

At the conclusion of the demonstration, we will explain how you can begin your
free 30-day pilot of Threat Grid; and through EnCase Enterprise, submit five ad
hoc files (samples) to the Threat Grid cloud for advanced analysis and 20
database queries per day.

* Please note that your registration information will be transmitted and stored by
Threat Grid. EnCase is not responsible for the privacy. security, integrity of any
data that you submit to Threat Grid.

Email us to learn more:

( tgsales@cisco.com

Reduce time and effort to identify the presence of malware. Automated analysis of
suspected malware will give you insight and context into today's cyber threats and help
lower your costs and risk of network breaches.

Automatically complete this form by signing in to:

All fields with (*) are mandatory.

First Name ™
Last Name *
What is your job level? *

--Please Select--

Company ™

Threat Grid Malware Analysis and Intelligence for EnCase

St il ol A D el ™ it Ay

EnCase Pilot Registration

Click Submit. Your registration is sent to Cisco.

You will be contacted soon after via email set up a one-hour private training session. Once

you have completed the training, and submitted the Welcome Letter, your account

information is emailed to you so you can log in.

To locate your Threat Grid API key value, log into https://panacea.ThreatGrid.com with your

user name and password, and from your user name click the down arrow and choose My

Account.
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Welcome tgdemos ~

My Account
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(3 Other bookmarks

My Organization's Samp My Samples

® Sign Out

View All Submit a Sample:

Threat Grid My Account
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Threat Grid Malware Analysis and Intelligence for EnCase

Locate your Threat Grid API key value and copy it to your clip board.

it ThreatGRED: tgdemc: x |- ThreatGRICE AP Doe 3
+ C | cisoo 3y
| % Bookmarks 4 Threal

N
Systemc, fnc: U] | hittps://panacea.threatgrid.com/users, tademao
tGRID Login ¢ Sourcefire Fired.. O3 Cisco (1 ThreatGRID For

o XY

Salesforce

[t §

b =1 ThreatURILD SubmitSamples
User Details
Login
tgdemos
Name

ThreatGRID Demos
Organization
ThrealGRID Demo

Title

Role

User
Email

jessicai@threatgrid.com

API Key
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Threat Grid APl Key

Paste it into the Threat Grid interface. Click Use System Proxy if your network requires
proxy servers to communicate with the Internet. If you are using a Threat Grid appliance,
you can type in the IP address in place of the Threat Grid web service.

Choose OK.

Threat Geid Mahwate Anatysis and Intelligence for e T |
Clsco's AMP Threat Grid

Configure the setings provided by your Threat Grid u
Admini r here

Register for Free API Key

WeDd address (fully qualified host name or IF)

eathreargrid.com

Version Specific LIRL

/apii2

Port

¥l e S5L Lige Systam Proxy

Submission Timeout (secands) ||

o

Number of Retries (for each API request)

m Cancel
Enter Threat Grid APl Key
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Threat Grid Malware Analysis and Intelligence for EnCase

Your 30 day trial of Threat Grid begins, and EnCase Endpoint Investigator can send five ad

hoc files (samples) to the Threat Grid cloud for dynamic analysis and 20 database queries per
day.

As part of the trial, you will receive a PDF of the Threat Grid Malware Analysis and Intelligence
for EnCase User Guide, with detailed instructions and illustrations on how use it for your
malware analysis inside EnCase, as well as using the Threat Grid portal. It is distributed with
a Box.net share. If you have any issues, please email us at support@ThreatGrid.com

NEw CASE

When you create a New Case, the Threat Grid template will be available.

PO e

= i Case @ View %€ Tools W 5

| Files in Threat Grid @& Endpoir:

@ 100% ~

EnCase’ Endpoint Investigator

by Guidance Software

Case File

ﬁ] New Case
l @ Open

AL A A, Sy

New Case

It contains a bookmark folder and notes for Malware Analysis, with the other folders of the
#1 Basic EnCase Template.

Templates Name and location
i, #1 Basic Name

m, #2 Forensic

(G51001 Malware

@, #3 Basic (UK)
m, #4 Forensic (UK} Full case path
@, #5 Flexible C\Cases\GSI001 Malware\GSI001 Malware.Case
['m' #Threat Grid Base case folder
m, None C\Cases E]

i ! i
NI R P Al @{{dence&@»fw%\f“-“’"""“-,‘,&r‘\-,‘-J“"-r»”“""\rl

Threat Grid case template
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It also contains the tag Search in Threat Grid to allow bulk queries of files in the Threat Grid
intelligence database.

|@] EnCase Endpoint Investigator »
m Case (GSI001 Malware) @ View % Tools % Search Tagged Files in Threat Grid & Endpoint Investigation  *z EnScript = Add Evidence B
@ Evidence x P
¢
- £ View: Entries v M@ ~ | [1] Bookmark ~ = Gotofile | % Tags « [3 Review Package ~ ©. Raw Search Selected = Entries «» < Actf
O Limewire “||28 Table | @ Timeline & Gallery ;
[ INet Intrusion - Camera Shy : ) P
[ Packers & Compressors B v I - [ selected 0/121006 ,g
[ ca-ceris
I [l
| {0 CAIN (14 | [ hxdef100 - Tryini
[] HackerDefender - ;
| [ HackerDefender =0 > hxdef100.exe _ r
[ Old ini P | 6 hxdef100.ini
| oom vewaeo T cheorereee |
[ [ mIRC -
e o eeesee | N £
[ PKCrack 0 ¢ readmecz.txt /
P LS REL - e | L TS e T e s o e WP R
Threat Grid Tag

Note: In EnCase v8, the Records view is now called Artifacts.

It has a bookmark folder and note to aid in your reporting. You can hyperlink the report to
the downloaded Threat Grid report.
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f Examiner Notes|

The following notes were prepared as part of the examination

Malware Analysis

H Threat Grid Malware Analysis and Intelligence

Cisco's AMP Threat Grid is the first unified malware analysis and threat intelligence solution. Threat Grid
securely crowdsources large volumes of malware and performs advanced analysis in the cloud, to identify key
behavioral indicators enabling near real-time remediation

Threat Grid provides in-depth analysis and correlates the attack-related artifacts with all other known malicious
activities to help analysts quickly investigate and determine if malware resides in other parts of the network or if
[t the incident should be closed

Threat Grid provides full global context to help operators understand the attack metrics and whether other
organizations were also affected. Threat Grid also provides behavioral indicators and Threat Scores so analysts
may quickly prioritize incidents and download detailed information and reports to better prepare against future
attacks.

The Threat Score is listed in the Value field and the Threat Grid report path is in the Location field

1) hxdef100.exe

Item Path TG_hxdef100.exe_a81bcbdecTeec130a92a94eb5939a0b6\hxdef100.exe
+ Comment

File Name hxdef100 exe

Logical Size 70656

Type exe

Start Date 07/18/16 08:00:56 PM

Value 95

Sha256 Value  51¢187f77bab846fe7b950a7 1300fabfbBe52ef245ae2eb286887abbef8bcar
Sha1 Value b3 gh 3f6b 58 29 17 5d 01 2c 14 6b f2 70 63 29 05 52 13 Ba
Hash Value 33 a7 b8 27 80 fa 15 ce 42 ab ca 06 4f af 10 e9
| Location C:\Cases\GSI001 Malware\ExporfiTG_hxdef100.exe_a81bcbdec/eec130a92a94eb5939a0b6 |
[
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EnCase Report for Threat Grid summary
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Threat Grid Malware Analysis and Intelligence for EnCase

The detailed Threat Grid report opens for analysis.

Note: Use Firefox, Chrome or Opera. Internet Explorer cannot properly display the detailed
reporting provided by Threat Grid.

b

2.
e 1y~ ThreafGRID

Metadata Behavioral Indicators Network Activity Processes Artifacts Reqgistry Activity File Activity

Analysis Report

D af1bcb4ecTeect30a92a94eb5939a0bs
0s 2600.xpsp.080413-2111

Started 7/19/16 00:00:56

Ended 7/19/16 00:06:49

Duration 0:05:53

Sandbox phl-work-28 (pilot-d)

Filename hxdef100.exe

Magic Type PE32 executable (GUI) Intel 80386, for MS Windows
Analyzed As exe

SHA256 51cl87£77ba5846£e7b950a71300fabfb8e52e£245ae2eb286887aShefitcaly
SHA1 b3eb2fEb5829175d012c146b£27069290552138a
MD5 33a7b82780falSce4Zabcaledfaflled
Warnings

© Executable Failed Integrity Check

Behavioral Indicators

© Artifact Flagged by Antivirus Service Severity: 100  Confidence: 95
© Artifact Flagged as Known Trojan by Antivirus Severity: 100  Confidence: 95
© Artifact Flagged by Antivirus Severity: 50 Confidence: 50
© PE Has Sections Marked Shareable Severity: 40 Confidence: 60
© PE Contains TLS Callback Entries Severity: 40  Confidence: 60

Threat Grid analysis report
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