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Records2Excel v1.0  Initial version January 2014
v2.0 New release May 2014

v 2.0: - Field content, such as «77 77 77 2e 67 6f 6f 67 6c 65 2e 65 73», found mostly
in records, coming from emails or internet history processing tasks, are decoded in
ASCII on demand (see checkbox in dialogbox).
- When Excel is filled, a popup windows appears now to ask you if you wish to save
this Excel worksheet.
- Bug : when this script was run several times without leaving Encase, several Excel
instances remained in memory causing loss of memory. (bug corrected)

Summary

Use Records2Excel to export records to Microsoft Excel.
This script works with any records list and export all record's properties (fields values)
- Emails, Internet history, Mobile phones records....

Example:

* Export SMS, MMS, Calls and Contact names from your mobile phone’s Case to Microsoft
Excel and perform sorts on phone numbers, create timelines mixing SMS MMS and phone
calls...

Decide if you prefer to obtain:

— One Excel file with a worksheet dedicated to SMS, another to MMS ...
— Group SMS and MMS in a single worksheet to be able to sort it by date, phone number
or any other record property.

— Create a worksheet with Contacts list, to be able, under Excel, to create associations with
Excel «vlookup» function between contacts Ids and contacts real names.

* Export Emails records just with properties «From, To, cc, recipient» and make easier ,
under Excel, the task to select only email addresses which are not from or to your
company.

Enscript parameters will permit to:

* Split sheets if you exceed Excel number of lines per sheet limit.
* Remove uneeded properties



This script requires Microsoft Excel to be installed on the investigator’s computer.

Usage

As usual, you need an open Case with records in.

Case:

In this documentation, I will use a mobile phone Case example

Acquire Smartphone

Connect the smartphone device you want to acquire.

Automatically detected smartphones are shown under Detected. If the device is not detected, manually select the mobile
operating system from the Supported list. Some phones may require additional setup prior to acquisition.Help

‘ Devices Perform Physical Acquisition
4 Supported
ﬂ Apple i05 Parse Phone Artifacts After Acquisition

d] RIMBlackBerry

Acquire ONLY the following categories:
ﬂ Google Android

d] Google Android 4.x R @) Phone Info
d] Nokia Symbian S50 7 @) Contacts
] Windows Mobile 6.x 7 @) Call History
| Paim 05 M [@)sMs
] SIM Card Reader 7 |&) Organizer
4 Evidence [ & File System
4 Backup Files R (@0 MMS
1) Android Backup R & Other Messages
pple iTunes R @ Notes
1) BlackBerry Desktop Manager (1 @] Internet Data
4 Physical Evidence File
s Android

Once mobile is acquired and processed with Encase v7, you obtain a list of records:
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Ie: in Contacts list:
Contacts names are: Contact 1, Contact?2 ...
For each contact properties give you more informations:
Surname
Created Time

Modified

Each record may have a different list of properties.

TAGS:

Records2Excel will export records only if they are previously tagged.

Create TAGS you wish:

- SMS
- MMS
- CALLS



— CALENDAR EVENTS
— CALENDAR NOTES
— CALENDAR EVENTS

- BOOKMARKS

— COOKIES
or

— MESSAGES to group SMS and MMS in a single Excel worksheet
— TIMELINE to group SMS, MMS, CALLS
or simply reuse tags already created (Review...)

Records2Excel doesn't regroup tags:

. Create Tag SMS and apply it to all SMS Records
. Create Tag MMS and apply it to all MMS Records
. Create Tag COMM and apply to all SMS and MMS Records

To do so use Encase menu «Manage Tags»
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Tags names will be used as Excel worsheet names so don't use too long names.

A B C =
1 | —
2
3 Case RecordsZExcel Case
4 Excel creation date 10/01/2014 22:52
5 Encase version 7.9
6 Enscript used C\Franchi\Enscripts\Records2Excel Enpack A
2 =
8
9 Tags (selected records) |Review (0)
10 SMS (19187)
11 CONTACTS (2829)
12 MMS (258)
13 calls (82) b
14 CALEMDAR EVEMNTS (64)
15 CALENDAR NOTES (37)
16 COOKIES (3228) =
A4 > »| case] “SMs (1) . CONTACTS (1) . MMs (1) CJemla  w | » [
Ready | | [EE|Cn Em 100% (=) [ (+)
APPLY TAGS:

Apply created tags to records.

Sample:

Select Record list SMS and apply SMS tag to selected records.

]
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o |, Draft

] ), MMS
] |, Calllog
Tag selected items (Roat Folder /i e S (|
Tags
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Name Bauiey Repor] Follow fanats SMS | (MMS, (CALLS

1|, Cutbox SMS
BT 2| ) Inbox SMS
M3l Draft SMS

Repeat this action for all tags needed.

RECORDS2EXCEL :

Now run the Enscript Records2Excel:

— Excel maximum lines per Sheet
— Excel maximum columns per Sheet

Records2Excel | 2 |

Maxirmurn lines per Excel sheet
lo4gste  »

1638 4

[7] Select/deselect all tags

Select Tags to be exported to Excel
Add to Report (0} -
Follow Up with Submitter (0] —

Ignare (0]
SMS (19187)
MMS (258]
CALLS (32) i
CONTACTS (2529)

CALENDAR EVENTS (4]

ALCLIC AN BIATES (3

m

I T T

[ Autofit (Excel cells format)
[T]Sort columns headers by names
[7] Advanced mode

(o] [t

Inv 2.0; new option added «Decode Field content ...»



Autofit (Excel cells format)
Sort colurnns headers by names
Advanced mode
| Decode field contents such as "48 65 6C 6C 6F"
Highlight decoded fields in color

| Ok | | Cancel |

The script will detect automatically these 2 values depending on Microsoft Excel
version installed on your computer.

Excel 2010:  1.048.576 lines 16.384 columns

Excel 2003: 65.536 lines 255 columns
You can modify maximum lines value if needed.
You can modify maximum columns value only in «Advanced» mode. (ie: to
decrease the value from 16.384 to 255 to create an Excel file which can be read with
Excel 2003.)
If number of records per tag exceed lines limit, several worksheets will be created.
The enscript will create as much columns as different properties detected per Tag. If

this number exceed the Excel columns limit, you will be prompted to unselect
uneeded properties.

— Select Tags

Select tags to be exported
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You can use button Select All / Unselect all if needed.

— Parameters :
Autofit (Excel cells format) :

Check f you want that Excel formats automatically cells to fit to content
length.

Sort columns headers by names :

Check to sort columns names (useful only for large amount of properties)

Advanced mode:

If you check this option, you will be prompted with list of properties detected for
each tag and you will have to check which properties have to be exported.
Useful to reduce columns number or to export only 2 or 3 interesting properties.



If this optiom is checked you will be able to change maximum columns limit.

Decode fields content such as 48 65 6C 6C 6F » , Highlight decode fields in
blue :

If this option is checked, fields with content decoded in Hex will be decoded. M oost
of such fields may be found in Records coming from emails processing.

If most of those fields become readable once decoded, few stay unreadable. That's
the reason why Decoding is an option, and why you have possibility to change font
color of decoded contents to highligth them.

— Press OK

The script starts and :

Open first an Excel sheet and fill it with Case informations and Tags selected

A B C D

1

2

3 Case Records2Excel

4 Excel creation date 16/01/2014 22:02

5 Encase version 7.9

6 Enscript used C:\franchi\Records2Excel.EnPack

7

8

9 Tags (selected records) sms (19187)

10 MMS (258)

11 CALLS (82)

12 CONTACTS (2829)

13

A B C D E F 3
Internet Resource| Content
1 Artifact Url Name Url Host Expiration Path (ldentifier| Created time
7 |- - - - - - - -
3 |- - - - - - - -
4 Cookies |int.sitestat.co|int.sitestat.com | 22/08/2018 12:50|/panasoni52173E697 23/08/2013 12:50|c1
5 Cookies |int.sitestat.co|int.sitestat.com | 22/08/2018 12:50|/panasoni52173E697 23/08/2013 12:50|s1
6 Cookies |.google.com |.google.com 21/04/2014 07:31|/ 67=gs]-19j 20/10/2013 07:31|NI
P i 4
7 Cookies t.google.com f.google.com 18/05/2015 17:21|/ ID=221e04 18/05/2013 17:21|PF
8 Cookies |.gzoogle.com |.guugle.mm 01/05/2014 07:36|/verify  |67=t573K1 30/10/2013 06:36|SH
A B C o E F G H
Internet

1 Artifact Type Url Name Url Host Title Created Written Accessed
B - - - - -
4 ks |ttp://www.amazon.es/b? 031&tas=toshi www.amazon.es/ [20cb7f6b-703d-11e 12/01/2014 17:10 /01/2014 18:44( 12/01/201417:10( 13/01/2014 13:44|Internet
5 ks |nttp://izarc.org/donate.html izarc.org/ [20ch7fEb-7b5d-11g] 12/ /2014 18:44| 12/01/201417:10| 13/01/2014 18:44(Internet
53 ke http://izarc.org/donate.html izarc.org/ [20cb7f6b-708d-11e] 1 14 18:44| 12 1417:10( 1 014 18:44|Internet
7 ke http://werw.amazon.es/*tag=toshib in7-ie-partal-bro-2| www.amazon.es/ [20cb7fEb-ThSd-11e] 1 14 18:44| 12 1417:10| 1 014 18:44|Internet
8 ke e erw.amazon.es/b¥node=53936403 1&tag=toshib www.amazon.es/ [20cb7fEb-Tb5d-11g[ 1 14 18:44| 12 1417:10| 1 014 18:44|Internet
9 ks |http://rover.ebay.com/rover/1/1185-44560-5400-7/47link=s| rover.ebay.com/ [20cb7fEb-ThSd-11g[ 1 14 18:44| 12 1417:10] 1 014 18:44 [Internet
10 ke http://r+er.ebay.com/rover/1/1185-44560-3400-7 /4 ?link=sh{ r+er.ebay.com/ [20cb7f6b-7059d-118] 1 14 18:44| 12 f201417:10] 1 /2014 18:44|Internet
11 ke http://r+er.ebay.com/rover/1/1185-44560-3400-7 /4 ?link=sh{ r+er.ebay.com/ [20cb7f6b-7059d-118] 1 14 18:44| 12 j201417:10| 1 1/2014 18:44]Internet
12 ks www.amazon.es/ [20cb7f6b-7b5d-11] 1 14 18:44 1417:10| 1 014 18:44|Internet
13 k ! -/1/1185-44560-8400-7/47link=s| rover.ebay.com/ [20cb7fEb-7bBd-11e] 12/01/ 2014 18:44 /201417:10| 13/01/2014 18:44|Internet




— Build, for each Tag a properties list and assign names to columns headers.
Nevermind if your tag associates differents kind of records, the script will create as
much as columns it detects new properties.

If number of columns limit is exceeded, you will be prompted to select only needed
properties. (A live counter will show you when you will reach the limit)

— Create one or several sheets for each Tag and fill in properties values

Export may be a little bit long because the script needs first to compute list of
properties, then dispatch each infomation the corresponding colums.

— This script was tested under Encase 7 with around 50 000 records (SMS, MMS,
Calls, contacts, cookies, bookmarks...) without any problem and took around 30
minutes to complete.

A Status will be displayed in the lower right corner of Encase, and you will see the
Excel sheets beeing updated periodically. A message in Console mode will tell you

when the script is finished.

Example : Tag SAFARI processing

<« [SAFARL starting properties search...

* 1 Console | & Outpe
4 Find 23 [%] Clear

Enscript ended.

The Excel workbook created is not saved. You need save it manually.



Resu

"~
Remote Number

Its

One or several sheets will be created per Tag selected.

Columns will be displayed and 3 columns will be added
— record name,
— record path,

— is folder (if you tagged such folder record)

=}

L

[
Parent Folder

=

1
Record name

=)

Record fullpath

[
Is folder

Date

Message Text

Status Text

SMS

Messages\SMS

yes

Outbox

Messages\SMSWOutbaox

yes

159962513

13/07/12 10:50:27

Outbox

Ok Sms 15 Messages\SMSWOutbox\g na
159962513|13/09/20 14:43:27 |Yes. 5 min Qutbox Sms 25 Messages\SMS\Outbox\§ nao
169962513|13/01/14 16:06:02 | Sure Outbox Sms 43 Messages\SMS\Outbox\3 no
159962513113/10/09 13:26:39 |Ok Qutbox Sms 45 Messages\SME\WOutbox\g no

Dates format is the one choosen by you in Encase and dates are exported as Text only. So
you will probably have to create your records first with a date format easy to sort under
excel. (ie : yy/mm/jj).

Grouping several differents records under a unique tag such as COMM for SMS, MMS and
Calls will permit to built a nice and useful timeline.

All values are exported as Text to Excel. You probably will have to work on Excel exported
results to make some informations nicer formated but all raw informations needed are in.

Number of columns exceeded :

You may have this problem if you are using an old version of excel or/and try to group too
much different records together, creating a long list of properties.

In such case you will be prompted to select only properties needed.
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Records2Excel 2%
-

[] Select/deselect all tags

Select just properties to be kept for [SMS]
Femote Number -
Date

MMessage Text
Parent Folder

Status Text ‘
Created

m

Accessed
Modified

Cile BI

1 = U

3 properties selected.
max allowed = 16381 (16384 - 3)

oK ] ’ Cancel

Select properties you wish to export and press Ok.

Note : Using Shift while selecting you can select or deselect a group of names (as
you do under Encase to blue check files)

This selection can be also used if you check « Advanced mode »



